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Abstract of JP9018469 

PURPOSE: To set the proper ciphering system by a transmitter and a receiver in a ciphering 
communication network. 

CONSTITUTION: A terminal 10 for communication is provided with ciphering devices 1 1 performing 
ciphering and decoding which are different in ciphering systems, a selection means 14 selecting one of 
the ciphering devices 1 1 and a key generation/selector 13 generating the ciphering key according to 
the selection. The ciphering system which is suitable for the communication is discussed, determined 
and selected with the terminal 10 for communication on an opposite side. Therefore, the ciphering 
system having the ciphering intensity according to the secrecy required for information to be 
communicated is set. 
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B3 0<&ffll/i-i.«-&lcSbTfc*^^C9$efflT*.i). 

[0051] cuas^y 2 ] ^mmm-vit. m 5 fc^-r £ 
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«n^«^«. DESB»#fflica&e,^i;je»iE^$nTn 
sfterau r s ABap^st**ai«nfc«^tt, rs 

[0 0 5 5] **Jg#S-ett. Wi**yh7- 
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7. 18t, iim-Y >^7X-x 1 2 &£fS-S& 
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40 t** fH»&*»ffl*u f Hftsa 
BjtgTS^>o mz-tfrni 8tc^$ntDESBt#oi© 

[0 0 6 5] ei(D«-&CDBSf^S® 1 9«@8®j;9l:l 
/$£tl-5. 08(DBt^Bl 9«, l/yX^19a, 1 

9 b<t. #ft&e<jaig?a[H]E& 1 9ci, f m®. (f 

f,. -, f.) t, teSScOf Bi»©W^6lo 
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SjBRfsajR^a 1 9 d£*S«WESn*. 

[0 0 6 6] f M&©#ffi£te. firiJx^ f K&£l^ 

USCOS b o xCDffiS-ffl&LTiK CtJCfcO ft^njfig 

^CD«-&tC«« f Nffcf , fcttLTttS,,, S 
■t. S„ OSboxSfflD, f f , tC*fbT 

J;5lc-rn««tv». f«S:f,i:»bTttDES 

WOfP»«flK f MScf,lC*fUT«FEALB& 
#©fW»£fflt^ •••• <h 5 <fc 5 <C, £<S&-5Bf-ff 

[0 0 6 7] £U:ttWL!fc«fc'5&Wr*fcfil 9£fflV> 

h>7— i7ibTtt01 4<DfeCD* 

[0 0 6 8] CStBKM 5 ] *SSag«Tf4. 0 7 iC^Til* 
C, =E, (M, + I V) 
C, =E, (Mi +0,-,) ( i =2. 
M, =D, (C,) + I V 
Mi =D, (C) +C,., ( i =2. 

[0071] ccom-b<Dm^mm2 o\tm9<D^oizm 

fiR^tt-S. 13 9 OBgf-^gB 2 0 te. 7ay£r9&^$&2 0 
at, 2^©A**5-**l«t5I«¥@;2 0 b 

[0072] o ^ecb^e- K-c&ffl-r 30 

nt u jM?^&2 0 bT««{cwwfit 1 v£a#?-r-5 
mm?z>®&\z\t, xjir&mmmi vtiiffitci; 

[0 0 7 3] J»±K91LA:J:3A:NF4ttB2 OSffl^ 
T. imm&ntt®¥MlCJ:Q4H}aft£fT3C&JP 40 
nTHST**. fc/cU ffl¥MK«lrvr. CBC^-b*£ 

fflTfBSBK-ra&Stefc^©-?. &ff#fl:Lfc<T ! bJ; 

V*aWBfflS8*l 0rtO«H*«B2 0fcKj£L£ttfi« 
ft 

[0 0 7 4] ®£*S • IKtSei 31fi'f>^7i-7 



(8) #BW9 - 1 8 4 6 9 
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iff 5. fzfzL, H7 0«f^SRl 9 ICft;LT0 9 IC^: 

• S&gB 1 3 tt&^U 
[0 0 6 9] **E«g«Ttt. Wf^^tLT^D^^BS 

1. ECB (Electric Codebook) t 
10 — h* 

2. CBC (Cipher Block Chaini 
ng) q&-H 

[0 0 7 0] CBCt- KICOViTttttifi-ra**. 

(3) 

3, -) (4) 

(5) 

3, ■•) (6) 

[0075] immm 6 ] ^ku&sw*. mmm 1 tat? 
mmit.mc<, muz^-rmmm^i o^m^xm 
[0 0 7 6] *mffim&mi&m 1 tm&z&it&LTom 

*». ©Bf-Sf SB 1 1 \zftTZ>mt— a?©Bf^il{I£ 
Slfcb'JS'rH— <Z>«SJBV»*. -f-tlK:»LTa|eStlJfiB 
K«*lttB*H*r"r*&«>fc. • iliRgfi 1 3 Til 

#£Bl l©l$©SiJilr£fT?. fc«!U StcOHfcrteBt-ff 
[0 0 7 7] ^HiSS^CD®*^ • Mftl&U 13fc, HJg 

Bio«-&trai;<Bi2o«fc5k:«ij53Ean*. fc*fu 
*ft*t«o«^j« • s*?^b 1 3 -e«±^cr>j;^ ic, Mr 

8bi 1 <Dm<nmm&?z>, to^jit^ff^fc*. n 



(9) 



43F§a¥9 - 1 8 4 6 9 
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[oo78] mmm i <D®-&v>m$if$. • m&mm 1 3 

wto»4)« • jS^se i 3 «. mmm i ©*§^©fi£ 
• m&mm 1 3 ©»^*wflEt,»o jgbff ot^*. 
[o o 7 9] • mnmrni 3 ©IS 10 

x,„ =x, 'mo d N (i=CK 1, \ 
b,= l sb, (xj (i =1. 2. 
iZ^^m^n^Ey h&£Ub, . b,. -52iH 
M**JltH5. fit. Isb, (Xi) IJXiOT 
& j try h£*bU NCfcTy Mfc^ntLifct* j = 

0 ( 1 o g, n) 

[0081] 2mwmm.m%>m\z> timizavtwim 

-HJ-Sfe^&t>Ofr*fc«>. 2*^iC (7) OSNO 
tfy h$Cn£5 1 2 tfy hSSttSC t^S* 

ft («£dt • a^^B©a»ffl) Kab> k«, •••«. i 

<K„, Kac. -<N-ltt5. 

[0082] z\<D2mmufmj&m*m^rz.&<ki$.-m 
nmm. i3ii0io tc^^n-s. m 1 o • 
^Bi3«ss: (7) (Dyj-v^yzmn&ftoymm 

Kl 3 etSC (8) ©aMflUfefT^aaSEBn 3 f £i£J¥ 

sti 3 gi^stfijEsns. • wamm.i 30 

1. «J»ifflx. • l^£il 3 tcA^f -5. 

2. it (7) x,, x,. -££tfi-f-2>. 

3. ^Snfcx,, x,. -tCfcfU it (8) £Hff 

u #e.nfcb,, b,. ■■■&mt}-?z>o 

4. «Jf»l 3 gT«b,. b,. -£l*##x!M&5£fi 

k,. k,, -icstft-r*. 

[0 0 8 3)011 lc®$BfiP^B«f-r^«^ron&^jim 

©HSr^T. Bt^atUT^P^^BS-^S^^,, 0 40 

1 1 fc&UT. M„ (u= 1 , 2, t ; v= 1 . 
2. -, s) \*¥-3c7uy?&. k, (u=l. 2. 

t) tt^P^ifiHfoH*. k, (NO (u = 
1. 2. t ; v=l. 2. s) «spX^P-y^ 
M„£& k„ TBt^tLT^n-SBf^^P 5/ ^£7* 
L-Tl-^. CuT, M u ,^6M 0 ,ST©secQ^P^^ 
«l^i;«8k 0 TB|f^t$nT^^„ ^W®±^-StR 
ill 3{c«toTMSf$n«.«t^^Jk,, k,. 
(C^P^^B&^<D^t bTfflVi-S^ttCtD. 011© 

wzryay ?},tm$i<oifi^miz£.-oTmmt2nz>. z. so 
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* mmm lTSLfeio & — & bco&m^zzttf-si 

4$iC^«^Tt>2SMS<E<SL^?iJ^ffl^ 

[0 0 8 0] 2*S«Bia»JR*iJ4:Wu WT©¥MIT£ 
fiK^n^g^SLgc^^Jb,. b t , -T**. 

[ 2 *SSHHSSL»:*5>J] P. a^psq = 3 (mod 
4) T***R£U N=p • qiU, #J$<ix 
. <Kx.<N-l&*SR) 



turn?: 



•> 



•) 



(7) 

(8) 

hr7 — ^tl/T(i@ 1 4CDfc©£ffl^.5 <> 
[0 0 8 4] *DA#A^&B^©Bif#jl««, ^T©# 

-s>. 
*) ] 

2. »5A>i;ft5fltBt*Wl/TH4JB«0»K a * 
1 0 • SiR=gE« 1 3 i;fflitL 

TRJSU Bf#*aia«##TS*?$tlfcB&#*atC« 

si lwatbTBiNfSffLooffit.i-?— &&mmt 
2^^bTB{cjnmr^o 

[0 0 8 5] [*5!^{CJ;-5x-^«Bf-^jlffi#J(S (§ 
«#Bfc:H-r*) ] 

1. vmttm%.mmz£t). itfiTft)tLfc<ff» 

ii^ffl^* 1 0 pwrn&it, ■ mftmm 1 3 izwmmt l 
tkl. ^ttmfem^T'MR2titzmntt\zM 

3. iim^>^7x-X 1 2£:frLTfcj£g&^e,lgf^{t 
x-^*S«b. ft^fiK • 1M1 3*»6ttl**n* 

[0 0 8 6] Sfc, 9tnmewz£±ts;fm%L$k±&<D7 



(10) 



9-18469 
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tftSt+aUf^j (it#. fiJKSF. 1 9 9 0^ 
fir. »a#ttBBKtt. 8 61) £a*3*VCIr>«J:3K:. 

mm i ts^^TBiMLfc**. seaa i izmmTgzfz 
too87] mmm ? ] mg^ij i «^«@^cDBt-^^ 
*ttx*3n«**;&a (ast) ©«t»*»s**wa:tF5t 

^IKt^feOTS^.. ±SB2 0©a*iai. 6©/tU 
x--> 3 >£ UT**Jfi«Ttt. ««H3t©B»#^SCi 

•kSfcLTHS. Sit, *^)6fi^JT«. 012(C^$tl 
3<fc?&, flMHt (&UW) £fT5BtHfi£Bl It. 
ilft'f>^7x-X 1 2 • 1^11 3&m 

*£ffi«ffl^*l 0£ffllATBt^ffi«£fro. iCIT 20 

"So 

[0 0 8 8] #5fe»«-Ctt, mmjj&ti LT7ny?m 

1. HJtcasa^Tllt^ffcSfri. 

2. **E«rb«:**6«f^ft*ff'5. 

©<Ht? "B> ©*5t £ ffiffl f 3 WF-ff 2r5S«:j£«^ fc «t 0 IS: 

[0 0 8 9] • mamn 1 3 tta-^^asea^ 

lC«fcoTIWfPSft. rH«©tt^ffl| r »T*#<t*ff'5j 30 

*«£»Ctt, »£0c-aiRgfil 3a»5!l (&»©«) 
5. II 2©ilfifflSS*l 0£ rH^O^SrffllriTBf^- 
«fl:J:D«4* • aS?&B 1 3 TttHJ©a££firr* 
*-*!(&: to. H 1 2 CDii«ffi3g* i o ^ raex 40 

tt. WH^TSIMSa^fc J: 0«£fiR • SJR^B 1 3 Ttt 
«fcDffi&asS»Ufc#ea#<fc?-fttf«fcto. a±J# • 

aaae i3u@2tR ufltoft'dMftPitiMi 6 1 ra i; 
[0090] jnA#A^e,B^oi©^ja©tt» aaai 
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[0091] *sfeKMicj:D. T&stmmta-vvi&ttiz 
■p^Taas-rsr t*<T#. n&*iia#©££:*fc*aiR-f 

uT«f#*a:saj5T#*. a*«, »fc««ttoj5v» 

^©(Bf¥©fe*. nf-if^Bl lttiotl/fcjjt. 
«Sf8Hl l*flitoTfcJ;to. -?-©i§-g-f;:a, ^SScwrtf 

[0092] [siw 8 ] *mmmz. mmm 6, 7f 
av>&*£a ■ m&mw 1 3 ©1«/S£4>u^*.;fc«-&T 

»*. ££011 6. 7 TB, #HPA#MT*WSnT^»* 
•*iie«)ftJ6, rfi*K*rL3!cjfl«6«p*Ml:*tf5j * 

kssi 3co*]»ifiittstci^u;flititeo. -Rii;a5u«t± 

[0093] *-£T*itififl-?i2. asfi#*«rau;-c"b 
• as?^a 1 3 ©«»]«8tt*?ijffl-r?.#{c^H-r-5 

[0 0 9 4] H)5g^J6 l;i$nfc»tt^OflT*-5 
3: (7) , St (8) tC*J^T, 7^-KA'7^?SIlC± 
0^^Hff$n-5x lf , • aW^B 1 3 <D|*g 

1 3«, 01 3^^$n^«fc^(ciC (7) 

v>?m.n*ft ^vmm'&i 3 h ta (8) vmnzno 
ttaaai 3 i t, «»iggi 3 j t*^«^^n. $s 

test (7) ©Wfffc«fcDM«Sn*rtMg»£tt*ttitt 

[oo95] mmm 6 . 7 t«, a^ • a*?^@ 1 3 

«». *aa«T?H>st*ifinca*j« • awsa 1 3©^g|5 

rtaa«tt. ^ao«t#aaKa^6n**aatb 
t. ^E©*^aafcffl^fc#aaic»LiB*»*.atfT 

[oo96] z. (om±i$L • m®.mm n^aio 
©84is • aiRaa 1 3 jce^r^A^, c t c ± o . 
fijt • a^sa 1 3 ©«j«ia*iWffl-r«*fcaMT*aa 

«ffl3g*l 0S«fi)tT#S. 
[0 0 9 7] *nA#A*^B^©B&^afltt. HSg^J 



(ID 



9-18469 
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'-3\,*T^-rnfr<Dmnm:&MiR&)izm^z>£ o \zmi$. 
u t g mm iz irs -rn^ © &t^it s gs?-r -5 «t e> t u x 
izfcvfzmmzmTzmmjy!:*: &mmzm%.-rz>& 5 

<z>jift*>t, m«TV#i8£?f5 ; &-h* J S>£l®ji«£fT 

mmT2>mDW9c&)\zmjg.LT>b£.^v. mmmmt^ 

fo~0~9~9T~ " 

mwomm &.±mwLfz&oi,z. ^mjuz^tux* 
^mig&ffom&mmvmm-rzmm^mz* mnjj 

mnxommizttn xm^mmmx-^m-r^ z\nz£ 

[0®©fWfrI£BJi] 
ytrmx&Zo 

[0 2 ] *^BjCDilS£^J 1 . 6 . 7 fc <fc • SiR 

^«C9:/n<;/£0T&-5. 
[0 3] *?£W<Dg:MM 1 lCJ;-5te©li^ • S&2£E* 
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* COZfOyi7mX$,^>. 

[B4] ~8 \z£z>m%}Mm&gmv) 

7ay?mx$>2>. 
[0 5] *%^©HJ6^J2 (CcfcS®mffl$S*0^D^^ 

mx$>z>. 

[0 6] ^Bjcon^jsict-siimffl^wyp^^ 
[07] &mji<Dmffim4iz&z>mmmi&3iC)zray? 

0T&-S. 

0 [08] *%HjW^Jg^j4fC c k^Bgf^fi©^D>7i'0 
[0 9] *%^©HM0lJ5(Cj;^SS#Saoya-y^0 

[010] ^momn&m 6 ic^t-a 2 tmeiat^ffl 

[011] *%M©^35g0iJ6lcJ;^iiSff*ffoJ»^CD 

m^mm&mw-r%fzsb<Dmi$.m-v$>z>. 

[012] *%W©*M^J7{Cj;l>]imffi^*CDyp^ 

ao [013] ^moy^mm 8 c«t ^ 2 ?jiM«flaa.&£ffl 

[014] #il®Hff-5f ffifs * K7-f©MT* 
[015] ^IB«lW^jl«^s/ h"7-*©*jfcHT* 
[016] &H«B*#»«*y h»7-£©«i3t 

0Tab^> o 

[017] fi£5t?©jimffl^*©^D-y^®T'*-5. 
[018] DE SBt-^CD llSf^CDMS^S-rya^^S 

30 
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